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Synopsys Customer Success

for DO-178C

With the assistance
of the Synopsys
Customer Success
team, organizations
can accelerate their
D0O-178C certification
process by deploying
and adopting Coverity
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Overview

DO-178C, Software Considerations in Airborne Systems and Equipment Certification, is
the standard by which certification authorities such as FAA, EASA, and Transport Canada
approve commercial aerospace system software content. DO-178C was published in
2011 by RTCA, Inc., in a joint effort with EUROCAE, and replaced DO-178B.

Coverity by Synopsys is a static analysis tool that simplifies the DO-178C compliance
process. With the assistance of the Synopsys Customer Success team, organizations can
accelerate their DO-178C certification process by deploying and adopting Coverity.

Activities and goals

As part of our Customer Success for DO-178C compliance package, Synopsys supports
customers through major areas of DO-178C compliance planning and implementation:
- Installing Coverity, configuring compilers, and testing builds

- Configuring and testing to enable “clean before code review” and/or “clean before
commit” policies

- Delivering training on Coverity and MISRA, assisting with the selection of MISRA rules
and Coverity checkers, and configuring Coverity to enforce those rules

- Integrating Coverity tools and configuration files as part of the DO-178C Software
Configuration Management Process

- Producing reports providing evidence that Coverity was run, contributing to Software
Conformity Review

- Developing a strategy to incorporate updates to the Coverity platform

QOutcomes

After the engagement, the customer should expect these outcomes:
-+ The scope and process of Coverity’s contribution to DO-178C compliance are
fully defined.

+ The programming standard to follow is defined, and the solution to enforce the
standard is identified and implemented.
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+ Coverity is fully deployed, and the workflow to support DO-178C compliance is
implemented and optimized.

+ The customer understands the impact of Coverity adoption, key decisions made in the
organization’s DO-178C compliance goal, and the safety goals achieved.

+ The developer workflow is optimized such that developers can take instant action to
correct coding defects and violations.The customer can generate compliance artifacts,
including metrics reports, to accompany software component deliverables.

Services delivery approach

Synopsys will assist the customer with DO-178C compliance planning and
implementation. Synopsys will organize the performance of services into the following
phases of work:

Training and

+ Requirements Automating scans Enabling/tuning + Training
gathering - Configuring clean- MISRA rules

+ Installation before-code-review + Configuring Coverity to
enforce selected rules

+ Documentation

+ Production of reports
+ Configuration +  Enabling Coverity
as an SCM process

Deliverables

This section documents the deliverables that Synopsys will provide during the completion
of the project.

Deliverable Deliverable
D1 Synopsys consulting report
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Customer roles and responsibilities

The following customer resources shall be identified before Synopsys begins
performing services:

Role Contact name

Management sponsor: the management point of contact
responsible for successful implementation of the licensed
product

Engagement lead: the main point of contact for coordinating
activities and tracking the status for the statement of work

Licensed product administrator: the person responsible for the
administration and maintenance of the licensed product

Compliance owner: the person responsible for compliance
planning and implementation

Developer: the person responsible for reviewing defects,
assigning statuses, and addressing such defects

Developer manager: the person who understands the
development process and can make decisions on how the
licensed product is to be integrated into day-to-day work

Build environment expert: the person who understands and is
responsible for the customer build environment

Test environment expert: the person who understands and is
responsible for the customer test environment

SCM system/process expert: an administrator or expert of the
SCM system/process

The Synopsys difference

Synopsys helps development teams build secure, high-quality software, minimizing risks while maximizing speed and productivity.
Synopsys, a recognized leader in application security, provides static analysis, software composition analysis, and dynamic analysis
solutions that enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source components, and
application behavior. With a combination of industry-leading tools, services, and expertise, only Synopsys helps organizations optimize
security and quality in DevSecOps and throughout the software development life cycle.

For more information, go to www.synopsys.com/software.
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